
✔ Arbitrary file reading vulnerability  

When I learned codeql, I found that there was a potential 
loophole in juju. When the authentication passed, I downloaded the 
backup file. I could control the id value to any file location, and 
then download the file through download().

The version affected by the vulnerability is the latest version 
3.0 and below(juju<#latest version)

✔ Causes of loopholes  

apiserver/backup.go

 

When the authentication is passed, I can control the data in 
the request package.

{
"id":"/etc/passwd"
}
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parseGETArgs() The passed-in parameter values are parsed 
directly, and the id is not judged.

Causes the contents of the file to be obtained directly using 
the os.open () function

This creates a security hazard. 

Backup downloads should be limited to a specific directory, 
rather than being modified at will.
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